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Key mission of computer science

o IFEMMFERITHES

- FEIAEIELIEYNERT N NEITHRS
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* fRi¥ese B ZAIEM IR
e parsedl o HVIRILEM (B=pil) FSLEI (Antler) FE1FEIET FLFEA
. 2 AntlerEL YR MG Q. isopen sissu ettt

Clear current search query, filters, and sorts

BT A

(© Assorted problems in calling the wrong wrapper for reachesIntoOuterCont
y /_it \~ 1 \ ~ #4050 opened on Dec 31, 2022 by kaby76
' g NE =5 S = i
(© Lexer.getCharIndex() returns incorrect value lexers [ type:bug
#3645 opened on Apr 12, 2022 by KvanTTT CP 4.10.1

(© Some error messages incorrectly refer to lines in wrong file when using imj
error-handling ' type:bug
#1244 opened on Aug 9, 2016 by BurtHarris

© alt number not set properly in left-recursive rule nodes comp:runtime @ISR
#1175 opened on Apr 16, 2016 by parrt

© Link to plugin's web site is reported as not found by maven linkcheck plugi
#978 opened on Aug 19, 2015 by MEZk

© Incorrect code generation when importing lexer grammar with custom chai

comp:tool lexers ' type:bug
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¥ ELLVM

BE Tl Ciny { By €; Cheal dy ohear 7 J:

e "very, very concerning when | got to the

oid foo(struct tiny x) { root cause, and very annoying to fix..."
iT kX .C =17 abori k) ';

if (x.e != 1) abort(); ~ http://llvm.org/bugs/show_bug.cgi?
id=1497/2

int main() {
struct tiny s;
S.c = 1; s.d = 1; 5. = 1;
foo(s) ;
return U;

$ clang -m32 -O0 test.c ; ./a.out

$ clang -m32 -O1 test.c; ./a.out
Aborted (core dumped)



http://llvm.org/bugs/show_bug.cgi?id=14972
http://llvm.org/bugs/show_bug.cgi?id=14972

HiF¥zsH90racle?

o E1F¥2EMIformal specification

- AR, REEH, BF, tbdllCompCertfie— T2 EH N 1IERRRY

ChiF¥zs, (HEpRRMERFENNANEEIN Y, CHIE 7 XHFIRE)

- 7R, AR IERE G, EUtCompCertifLEZERHNCEHE (FEHBT
FRmiFessHARZRMEVCIUERNEE ], ERNINFITNEE, W—EL1CEY
pass, #PEME) . LtIh, CompCertNBLEREIUANES DT EEBERES
bugs

- ABABEMNS?




[o]]sil Z BIANOracle &3

e Differential Testing
> XF[E—"specificationAY A [ LI
- WFClRiFzsms: GCC. ClLang. CompCert

o MEHLER—HCIER, AEMEXLECH IFFRIFENNERIBITIITN
=a— (todl, XFHEEMA, HhesERE)

o CsmithB LI, ZOMETUEER—HIRBAREXITANCIER

Yang X, ChenY, Eide E, et al. Finding and understanding bugs in C compilers[C]//Proceedings of the 32nd ACM SIGPLAN

conference on Programming language design and implementation (PLDI). 2011: 283-294.



[o]]sil Z BIANOracle &3

e CsmithiV TE R (HEMfURS) , RAKRK=ENERMC programBIEESIZIEE
BEEMEE, ErAiRERZcomplier testinglIiR )R

- (BEHEEREMIEREFIR, BRZICHTEDZEFE (B—HtABYarpGen,
YarpGen V2/54E1858 [ loopAIERK)

- ERNEZRE? R
- MEAREX? ERRINAEAIXER 1!

Livinskii V, Babokin D, Regehr J. Random testing for C and C++ compilers with YARPGen[J]. Proceedings of the ACM on
Programming Languages, 2020, 4(OOPSLA): 1-25.

Livinskii V, Babokin D, Regehr J. Fuzzing loop optimizations in compilers for C++ and data-parallel languages[J]. Proceedings of
the ACM on Programming Languages, 2023, 7(PLDI): 1826-1847




[o]]8il Z BIANOracle &3

o Xl|FAMetamorphic Testing!
> MRIEMUAG, T BASE B s 22r9M i A 51

- AEAARE ZBXR, AIMAIERIINEGRESFTEINHE] (e.qg.,
X, = X, + 360 = sin(x,) = sin(x,), BE—"TNILAEGIx,, 1T AZERK
RZHEXENEAAE: @x,, x, + 360,x, + 720...) , HALRREZBERXZRA]
AFAE, B e AFIA

- A AImiFEEs B metamorphic relationll§?




[o]]sil Z BIANOracle &3

o« —MNEBIIRE, —MEFAEARBIRFEEN FER2ENY
(B, ERBITHET, BeEEIN?

o SUmR TEMINR R, ESBRERKIBAET: EBZ 7T —T12FrIED
RATHIZTERITZIEIRIRR

> O HRITHIEEREZE S EREHITHIERE 2NN, TV tRIFRIA:
- RENFMN: P=0 < Vi, PO = Q)
- Equiv. Modulo Inputs (EMI): P =' Q0 < P(i) = 0()

Vu Le, Mehrdad Afshari, and Zhendong Su. 2014. Compiler validation via equivalence modulo inputs. In Proceedings of the 35th

ACM SIGPLAN Conference on Programming Language Design and Implementation (PLDI '14).
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LLVM bug

. SLITUCE Liny { £hat ©: ehar ds Shay e ¥;
struct tiny { char c¢; char d; char e; }; f(int n, struct tiny x, struct tiny vy,
f(int n, struct tiny x, struct tiny vy, struct tiny z, long 1) {
o & = G A= ) /* deleted */;

if abort () ;
if /* deleted */;

if abort () ;

2 F abort () ;
if /* deleted */;

2t abort () ;
if /* deleted */;

' abort () ;

) /* deleted */;

struct tiny z, long 1) {
if (x.c !'= ) abort () ;
if = abort () ;
if abort () ;
if abort () ;
if abort () ;
if abort () ; Unexecuted
if abort () ;
if abort () ;

] abort () ;

) abort () ;

0,

N N N SN S S S S

Mo |
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Ay =gl

- tiny x[2];

00 QQ0aQa.o0

et d bd e d hd  d e

g8 stiiy, Xid] tlong) ) -
exititl] =

$ clang -m32 -O1 test.c; ./a.out Aborted!

)
[ W Ry NN R S R SR R GHN R SUN R S S_— 1 S_—

’ [ ] ’ X[ ] ’ X[ ] ’ (lDﬂg) ) r
sxt ) $ clang -m32 -O1 test.c; ./a.out

X O 00 QA0 aQ



SCIucet Liny | £hay ©; chay d; Shatr e; §;
EfTRE Rgogbrael Eany X StEuey EEny 9

BEYUCE ‘Liny =z, Jong 1)} {

1 1= ) /* deleted */;

abort )

/* deleted */;

aborc L) ;

abort{): struct tiny { char c¢; char d; char e; };
/* deleted */;
abort{) ;

/* deleted */;
abort () ; il (x.c '=1) aborti (] ;

) /* deleted */; if (x.e '= 1) abort();

Q

e Reduced

old foo(struct tiny x) {

N N N N S S S S

-0 Qa0Qaa0Q

gLruct

(_1,.
|_1
-
h
X

int main() {
struct tiny s;
s.c = 1; s.d = 1; s.e
Fao sy :
return 0U;

00 QAQRQEQQaQ
T T T T R TR R T

]
]
]
]
]
]
]
]

x[11, x[21, (long)123); $ clang -m32 -O1 test.c ; ./a.out Aborted!

$ clang -m32 -O1 test.c ; ./a.out Aborted!



0,

Orion (PLDI'14) Athena (OOPSLA'15) Hermes (OOPSLA'16)

Prune dead code Prune & inject dead code Mutate live code



VLG22 pal=Y,

e B7t, BRREREZE (XTIMEFIAEINESRMME. BE. XHIEKE, NTIPESER
ERRERL, RA), ET2RBEAREE) |, ﬁ’ﬁﬂﬁ’%ﬁﬁﬂ’\l% E

~ik —

e 35, LIOIE, HE8N LIF&EbERSss LESne rJL T E
- BN TERMUNGCC., LLVMFRIFZRAIM100Z T "bugs

GCC’s list of contributors

https://gcc.gnu.org/onlinedocs//gcc/Contributors.html

LLVM 3.9 & 4.0 Release Notes

“... thanks to Zhendong Su and his team

!

whose fuzz testing prevented many bug
going into the release ...

’hendong Su ... for reporting numerous bugs”
gnian Sun ... for reporting numerous bugs”
“Qirun Zhang ... for reporting numerous bugs”




1

Code coverage tools compute how frequently a program’s state-
ments execute during its profiled runs on some sample inputs. We
can conveniently leverage such tools to track the executed (i.e. “cov-
ered”) and unexecuted (i.e. “dead”) statements of our test program
P under input set /. Those statements marked “dead” are candidates
for pruning in generating P’s EMI variants.

In particular, Orion uses gcov [7], a mature utility in the GNU
Compiler Collection, to extract coverage information. We enable
gcov by compiling the test program P with the following flag:

3.2.1 Extracting Coverage Information

“-00 -coverage”

which instruments P with additional code to collect coverage infor-
mation at runtime. Orion then executes the instrumented executable
on the provided input set I to obtain coverage files with information
indicating how many times a source line has been executed.
Because gcov profiles coverage at the line level, it may produce
imprecise results when multiple statements are on a single line. For

example, in the example below,

if (false) { /x this could be removed */ }

gcov marks the entire line as executed. As a result, Orion cannot
mutate it, although the statements within the curly braces could be
safely removed. Note that we manually formatted the two test cases
in Figure 1 for presentation. The actual code has every “abort();”
on a separate line.

Occasionally, coverage information computed by gcov can also
be ambiguous. For instance, in the sample snippet below (extracted
from the source code of the Mathomatic* computer algebra system),

gcov marks line 2613 as unexecuted (indicated by prepending the
leading “H#H##HE):

. 2613:  for (;; cp = skip_param(cp)) {

7: 2622:
#H###E: 2623:  }

1EX R XERT, TR

e profile LEgcovHATE3E

~ ZN[57_Esource codeMZmiFEfGHinstructions{FfEgap
o SINBERIXBAIENGeovi= LTI

- 78, =H, E2EXFNITIEIS®

Uncovering Bugs in Code Coverage Profilers via Control Flow Constraint Solving
Yang Wang, Peng Zhang, Maolin Sun, Zeyu Lu, Yibiao Yang, Yutian Tang, Junyan Qian,
Zhi Li, Yuming Zhou IEEE Transactions on Software Engineering (TSE), 2023

Automatic Self-Validation for Code Coverage Profilers Yibiao Yang, Yanyan Jiang,
Zhigiang Zuo, Yang Wang, Hao Sun, Hongmin Lu, Yuming Zhou, Baowen Xu In
Proceedings of the IEEE/ACM International Conference on Automated Software
Engineering (ASE), 2019
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EEERE R

o IRENIERENEREASTMN, XFTARLBIE. MTHEEF

... seems likely that there are over one trillion (1e12)
m SQLite databases in active use ...
QTiDB . . .
SQLI’[G SQLite (~150,000 LOC) has 662 times as much test

PostgreSQL code as source code

J SQLite's test cases achieve 100% branch test
coverage

MariaDB ‘ » DuckDB

SQLite is extensively fuzzed (e.qg., by Google’s OS-
_6-CockroachDB y Teest = O B BO0S

Fuzz Project)




logic bugs

o MTFEERG ZRIRINNNEENNAF R ETE1=
- XERNEEMEEROracle
o {BE2INEEERIEFENE LA
> RNr b EfR D> Oracle
- B, Al LDIRAENEUREHTRZEIN, MMEAIEZERER



SQLite 3 bug

t0
cO
5 CREATE TABLE t0(c0);
CREATE INDEX i0O ON t0(1) WHERE cO NOT NULL;
INSERT INTO t0 (c0) VALUES (0), (1), (2), (NULL);
1 SELECT cO FROM tO0 WHERE t0.cO IS NOT 1;
%
BE—"1"null-safe” By LB IR 1ERST
NULL




SQLite 3 bug

t0
cO
. CREATE TABLE t0(c0);
CREATE INDEX i0O ON t0(1) WHERE cO NOT NULL;
INSERT INTO t0 (c0) VALUES (0), (1), (2), (NULL);
1 SELECT cO FROM tO0 WHERE t0.cO IS NOT 1;
%
O isnot1 = TRUE
NULL




SQLite 3 bug

t0
cO
5 CREATE TABLE t0(c0);
CREATE INDEX i0O ON t0(1) WHERE cO NOT NULL;
INSERT INTO t0 (c0) VALUES (0), (1), (2), (NULL);
1 SELECT cO FROM tO0 WHERE t0.cO IS NOT 1;
%
1 isnot 1 = False
NULL




SQLite 3 bug

t0
cO
5 CREATE TABLE t0(c0);
CREATE INDEX i0O ON t0(1) WHERE cO NOT NULL;
INSERT INTO t0 (c0) VALUES (0), (1), (2), (NULL);
1 SELECT cO FROM tO0 WHERE t0.cO IS NOT 1;
%
2 iIsnot 1 =— TRUE
NULL




SQLite 3 bug

t0
cO
. CREATE TABLE t0(cO0);
CREATE INDEX iO ON t0(1) WHERE cO NOT NULL;
INSERT INTO t0 (c0) VALUES (0), (1), (2), (NULL);
1 SELECT cO0 FROM t0 WHERE t0.c0 IS NOT 1;
2 should be true
. ? I
NULL isnot1 == but the result set has no NULL, a bug!
NULL




Differential Testing?

PostgreSQL ”
Sytax error B EUEES|ZEH B 245

~ T SQLIE/A, XEEEMNTHAEN
. EEMSEL T REXITH

SELECT c® FROM t© -
WHERE t0.c@ IS NOT 1; yntax error Lt#l: CREATE TABLE t0(cO);

X—aXfSQLite2SiEH), B

Check all DBMSs compute the y
same result: RS, = RS, = RS; V —) 0. 2 iT?EMﬂEﬁfﬂEEiﬁ,ﬁ WAZBL
. SQLite {6, 2} R b




A tool: SQLancer

(> Unwatch « 22 W Unstar 622 Y Fork 70

2 SQLANCER

https://github.com/sqlancer

e Generate a database

)18 072, AR 41
FJ15Oracle

e (Generate a query

e \/alidate the query’s result



Pivoted Query Synthesis (PQS)

A7 EHEE100Z 1 bugs

Randoml Validate that th
andomly Select BN Generate query for | | ANEALE That The

pivot row the pivot row

generate
database

pivot row is
contained

Rigger M, Su Z. Testing database engines via pivoted query synthesis[C]//14th USENIX Symposium on Operating Systems Design
and Implementation (OSDI 20). 2020: 667-682.




Pivoted Query Synthesis (PQS)

{0 "
cO 0

0 0

BEAILE P — T &R e 1 Bk — TR BT 1
2 2

SELECT cO FROM t0 WHERE

?
NULL




Pivoted Query Synthesis (PQS)

o X MQueryFliXMPivot Row™4 K BX:
> LB F1XMRow, X1 QueryE V1818 N 1% IR Bl N True

- WF—THQuery, REZ A UEIM—TRANKAEIZRowHIX T Query
mo— W (—fkin, WIEES5H)

- H78, WRIR[EINFalse, gk HR
- RiEE, EBIRINAAXME 28K EX




Pivoted Query Synthesis (PQS)

- T —T1RBISNIE N Truelquery
- MBEHERELZH I Pivot
row, XBMELig!
- T —11RAISIE N FalsefIquery

- MBHERELSEI T Pivot
row, B dLE!

t0

cO

NULL

SELECT cO FROM t0 WHERE t0.c0 IS NOT 1;

X Fpivot i True
BEREEZEXT, bug




Detecting optimization bugs by rewriting the query so that it
cannot be optimized.

Rigger M, Su Z. Detecting optimization bugs in database engines via non-optimizing reference engine
construction[C]//Proceedings of the 28th ACM Joint Meeting on European Software Engineering Conference and
Symposium on the Foundations of Software Engineering. 2020: 1140-1152.

Partition the query into several partitioning queries, which are
then composed.

Rigger M, Su Z. Finding bugs in database systems via query partitioning[J]. Proceedings of the ACM on Programming
Languages, 2020, 4(OOPSLA): 1-30.




DBMS
CockroachDB
DuckDB

H2

MariaDB

MySQL
PostgreSQL
SQlLite
TiDB

Total

SWN:RE20bs

452 reported 379 fixed




SWN:RE20bs

@* DuckDB

& Watch 8 v7 Star 43 Y Fork 4

Bionic SQLancer

Bionic SQLancer (with Address Sanitizer) 2 ‘ 0 0 . @ Ti D B
T mah

‘ DuckDB runs SQLancer on every pull request . » PingCAP implemented go-sqglancer

https://github.com/chaos-mesh/go-sqlancer

“With the help of SQLancer ... we have been able to identify
>100 potential problems in corner cases of the SQL processor”

mone@
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Satisfiability Modulo Theories (SMT)
w0 AR B RER CEIMEME o TiRTE

o SAT (rIAEM) [BEEIERETwRIEZHEATNINHEE, W
- AANBV-C, HEHA, B, C#iEbool3E
o BEX[RNAFHAINEAEZK:
~a+b<cAf(b)>cVvc>0

e MIBEEZAE, a+b<cIWE (D) > AR EBEBAAPABENFTS,
EXERANER

J=I
= =]

ﬂﬁ:i



Satisfiability Modulo Theories (SMT)

o ESMTH, IEiB(Theory)RBF3J_ LA FEIHTYE X
- HEE—AHRIENXHLNIEEHRS LS IL
i i MR IR 1P Satisfiability Modulo Theories
aE—AHIEL, RIBEGSES=ZE, KTZAEILHER M aUrHe S

R4 H |



= IEieEH]: EUP

e Equality with Uninterpreted Functions
o /NH:
- a.=b, = fla,...a,) =f(by,..., b,)
a=b < -(a # b)
o W a* (fb)+f(c)) =dAb* (fla)+f(c)) #dAa=1D
- %, +EB PRI AR B AR TE X R £X
- AINERELFE (k)



w W IRie sl

> a+ 10< b

» 2x+ 3y+4z =10
. ¥4A

» read(write(a, i, v), i) =v
e {iJ[AJ=Bit Vectors

» alO0]l =b[1]Aa=cAb[l] # c|O]



SMTH—EE/E A

>
[
b
=R
i3y
anp
qya)
ot
)
=il

e 70. 80&FM: LM TEARFHZEESAEEIL,
e 2000ERIf5: SAT (NPClalgl) REANIRIZFH, EZEAFETIGISMT LN SAT|o] 2K i
» tEff(a) = c Af(b) #cAa # b, BINFFSHEXRE:

CA=cAB#cAatb wek  EIESELSATRIAEIEY, WA
RUFIRRSDEEE (MAHNMISE
a=b = A=28 WEE) , FAMEGE R azyhE%

(Lazy Satisfiability Modulo Theories)

- %, SINTRERP,., APy APy Py = Piy

- Equgg_g{gﬁ"Eg‘]R PA=C/\PB=C = PA:B, PA:B A PB:C — PA:C9 ¢ o
- REFIFREIADPLL/CDCLA#HITKER
e SMTKEEIRA LEFEhttps://smt-comp.github.io/

)

7




SMTERZCSIEZHER

Static Program
Analysis Synthesis

Symbolic Solver-aided Program
Execution Programming @ Verification

SMT Solver HE AR, hEILIE



(declare—fun
(declare—fun
(declare-fun
(declare-fun
(declare-fun
(declare-fun
(declare-fun
(declare—fun
(assert (or

() Real)
() Real)
() Real)
() Real)
() Real)
() Real)
() Real)
() Real)

L 0 X Q. N T T QO

[B1ZSMT solverfis;Miz

(not (exists ((f Real))

(=>
(and

(>=

c 0)

(> (/ b q) 2)
(/ pq) 1)
d 12)
(/ pq) (- (x1K)))
(/ p qg) (+ 10 k)))

(<= (+ (x (- 2) (- ae)) d) 12))))
(exists ((o Real))

(forall ((g Real))

(exists ((h Real))

(>=
(<=
(>=
(<=

(and

(or
(>= g (x (- 3) h) 57)
(and (> (x 79 o) 8 (+ g h) @) (= h 0))
(<@ (+ g h) 9))

(> (+ (x (= 97) 0) g) 9)))))))

(assert (=a (+ ce)(xdq)(/ b q)))

(assert (= g
(check-sat)
(get-model)

(/ b k)))

Z3 solverE M SLAYSMT solverB tHRZAYIE
=, BHEMNMBEISGE, Plgefuzzing, BREFRT
crash faults 2%}, logic bugs’/EAKI?




Semantic Fusion

1EX /S

e Fusing formulas while preserving satisfiability

- p=x>0Ax>1 |94

>¢2=y<()/\y<1 SAT

" Peoncar = P1 A P> ?

* Finding bugs in state-of-the-art SMT solvers, 46 confirmed, 42 tixed bugs in
/3 and CVC4

Dominik Winterer, Chengyu Zhang, and Zhendong Su. 2020. Validating SMT solvers via semantic fusion. In Proceedings of the 41st

ACM SIGPLAN Conference on Programming Language Design and Implementation (PLDI 2020).



AN 1E B N8 ZRHIRE S ?

o p,=x>0Ax>1,p,=y<0Ay<I

* Vet =X >0AX>1TAY<OAY<I]

Do =X >0AX>TAYy<OAY <]

I BRI Sz=x+y, BEXPTIXLF (fusion function) L4

® Peoncar =X >0AX>1TAYy<0OAY<I

solverikfll, AARBEF—TxBNz—y, — THYBRN7 —

BIN—PEHOTR, THELAY, yF=E *

=x>0Az—y>1Az—x<0AY<I1

g”wncat



REGEH: Zig=?

* Veoncar =X>0AZ=y>1TAz—x<0Ay<]1
- EARERE, ARBENMNEx=2,y=-27=x+y=0—"E—HE
- XEBRIRRER KB EBF
- Bx, yr I AMRBE 5115z, BREHEX MINAE

o (HEXITsolvermnE MzBBELEEMx, yIKARINZABAEE, RENRBEREZT(H
NI



Unsattt r] DB ZEUR(E

> @ =x<0OAXx>1 | UNSAT
- 9, =y<OAy>1 | UNSAT
" Peoncar = P1 Y P2

- XEER{FLE S IR E =R
> H— T IRITRIERIE:

- XxX<O0OAz—=y>1Vy<OAz—x>1AzZz=Xx+Yy  UNSAT



[GZET1E

e Differential + Operator mutation

$ cat > formula.smt2 $ cat > bug.smt2

(assert (forall ((a Int)) (assert (forall ((a Int))

(exist ((b Int)) (exist ((b Int))
(distinct (* 2 b) a)))) ’ (= (* 2 b) a))))
(check-sat) (check-sat)

$ cvcd formula.smt2 $ cvcd bug.smt2
sat unsat

$ z3 formula.smt2 $ 23 bug.smt2
sat sat X

Winterer D, Zhang C, Su Z. On the unusual effectiveness of type-aware operator mutations for testing SMT solvers[J]. Proceedings
of the ACM on Programming Languages, 2020, 4(OOPSLA): 1-25.
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