storeP

own (
Dn(t.FragmentB
«div className="py-5">
<div className="conta.

(Title name="our" ta.

<div className="row"»
<ProductConsumery

{(Value) = {

| console -

S
</ProductCor
</ div> ; 4:}
</div>
</div>
“eact. Fragnent
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Prowser

N iEestEfl (e.g., Chrome) Process
* Renderer Process

S &Mﬁrﬁr

* TEsandbox®, XPREAR Process

« @Bitipc5Browser Processiz B

Renderer Space Browser Space SYSTEM

* Browser Process

- MRS, TUIEREE XM object
FILE
* system




__A]/ Background : Browser Security

Prowsey
N RN == AN 2
/5(|JJ'_'L, iR ;kc Process

* RCE (Remote Code Execution)
* FERendererIHfTERMAD  Fonerer
- MARFRHE
* Sandbox Escape
* FERenderer RCEE AL _F 3R
SandboxPR il
+ FAIPCRIEE.

Renderer Space Browser Space SYSTEM

Eeal FILE
< Wr'vf& SYSTEM

obfect obfect



___]A | Background : Browser Security ——Renderer RCE

o + & New Tab X +
I Ne.t Or‘k StaCk I o ?;935}%3[]% G Search Google or type a URL
RendererZH {4 [ e . 8 . i e
: , | HTML Parser | <— fRAF HTML 8 X
* Javascript Engine e . wan- 1oom =16
o | CSS Parser | <— fR4F CSS o
S TR SE S B
o KAV ERIE iy +
| JavaScript Engine| <—— #14T JS R4
* OOB ( Out-of-Bounds) *==—-=-=—=" -
| DOM Subsystem | <— MEHEE DOM
o m e +
( }
JIT | Layout Engine | <— HB/ItE
> oo T + {438 (135)
| Painting Engine | <—- LHITTEAZR
- +
e HTML Parser | Compositor | <— ERERER
o +
° CSS Parser | Event Handling | <— 44
e +

| Security Sandbox | <— WiERE




A

How to Test JavaScript Engine?

JavaScript Engine

* INPUt: XXX.JS
- BEXEMLEAN

* xxX.Js = AST -~ Bytecode
* I f7TBytecode

JavaScript Source Code

l

Abstract Syntax Tree

l

Interpreter Ignition

-

Compiler TurboFan(JIT)

l

Optimized Machine Code

]
]
L d
L d
L d
L4
*
'

Bytecode

\4




Fuzzing : A Simple Fuzz Testing Framework

L.

* input: —&ZFlxxx js{E Atestcases
* monitor; BIEE BB testcases{FEHFlavaScript Enginelzf e R E B H

« fHit Hibug

monitor
Generato ) Security
Mutat Inputs > violation?

|




Generation-based fuzzer——dharma

* context-free grammar
« NIHREIEEFNN. terminalF
KSR

Grammar-based Fuzzing : Generate testcases

section” := value

definition :
console.log("hello +stuff+ my name is "

stuff :
world
earth
linux

name :
John
Bob
Patrick
section* := variable
myName :
var @myName “+name+"

section®” := variance

main :
definition

ImyName! )



https://github.com/MozillaSecurity/dharma

var myNamel
var myName2
var myName3
var myName4

console.
console.
console.
console.
console.
console.
console.

g or:
‘..
= "Joh
= "Pat
= "Joh
= "Joh
log("hello
log("hello
log("hello
log("hello
log("hello
log("hello
log("hello

r]Il
rick"
nll
nll

earth
earth
world
world
linux
linux
earth

my
my
my
my
my
my
my

name
name
name
name
name
name
name

is
is
is
is
is
is
is

+ ++ + + + +

myNamel
myName?2
myName3
myNamel
myName4
myName3
myName2

Nt Nt et st st it

section value
definition :
console.log("hello

stuff :
world
earth
linux

name :
John
Bob
Patrick

section variable
myName :

var ©myName

section variance

main :
definition

+stuff+

ll+name+ll

my name 1is "

'myName!)


https://github.com/MozillaSecurity/dharma

Grammar-based Fuzzing : Generate testcases

section* := value

Generation-based fuzzer——dharma definition :

console.log("hello +stuff+ my name is " ImyName! )

* context-free grammar Stuff :

world

o ANTRBEIEFRFAMM. terminaldF SaEh

© A kst

var myNamel
var myName2
var myName3
var myName4

"Patrick" Patrick

"John"
"John"

section

"hello
"hello
"hello
"hello
"hello
"hello
"hello

Console.lo
console. l
console. l
console. l
console. l
console. l
console. l

myName :
var @myName “+name+"
section* := variance

main :
definition

(Q (Q ‘Q K‘ (Q (Q Q
A~ o o~~~



https://github.com/MozillaSecurity/dharma

Domato

AP

- SEERT. WEME
. Try—catch

+ BENIEFRR

* ALREIBERR

Grammar-based Fuzzing : Generate testcases

someTypedArrayl.reduce(function(acc, cval, c_index, c_array

y lastIndexOf(w w Object(), -32760);c_array[c_index] = c_array. filter((arg)_=> {
try

PR

.

=3 - oo |
N y <l <

~ ﬁﬁw‘ ,
R SR IR L N S U e B

{

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{

someRegex1[Symbol. search]( 'WUtazcQungxEnKAbPkeIfNoQnSpOwQULMUoDVF") } catch
someSetl.entries() } catch (e) { }

someWeakSetl.delete(function() {}) } catch (e) { }
Object.getOwnPropertyNames(someWeakSetl) } catch (e) { }
someStringl.hasOwnProperty("toString") } catch (e) { }

for (var element in someObjectl) { try{ someObjectl[element] = someObjectl[}
someTypedArrayl = new Uintl6Array(someArrayBufferl, 114) } catch (e) { }
someIntlNumberFormatl.formatToParts(+17064) } catch (e) { }
Math.sinh(11582) } catch (e) { }

someWeakSetl.add(someTypedArrayl) } catch (e) { }
someDataViewl.getFloat64(250, false) } catch (e) { }

Intl.NumberFormat. supportedLocalesOf("fi-FI") } catch (e) { }

someArrayl[0] = someRegexl.test(String.fromCodePoint(669014) + "prAmHEKKXgd(
someWeakSetl.delete(someObjectl) } catch (e) { }

Intl.DateTimeFormat. supportedLocalesOf("ar-LB-u-hc-h1ll-nu-beng") } catch (e
Intl.NumberFormat. supportedLocalesOf("es-PA-u-nu-kali") } catch (e) { }
for(var index=0; index < 7; index++){ someArrayl[index] someArrayl.entrie
for(var index=0; index < 8; index++){ someArrayl[index] someArrayl.join("



https://github.com/googleprojectzero/domato

AFL : Mutate testcases

1. WEEU—dttestcases{E A #ItHseeds
2. T2 A B % Mtestcases

3. {REE—LktestcasesZFHiEF T —i

/ Target /
Application /

Yt

=
'j—["

Test
Select 5 Mutate S
Seed seed Seed ‘ Testcases | E Track - E
| Security s Report

Tracking [ | ~| Crashes

|

| |
| |
| |
| |
| |
| |
| |
| |
| |

Y

Seed Filter Potential
Pool = Seeds < Vulnerabilities




&7

AFL : Mutate testcases

1% Bl —3Hbtestcases{E A # & seeds
4x T 4E B % RYtestcases

{R BB —tbtestcasesZFF T —i 4
Target /
Application /
How to Mutate Test Cases ?
Test
Select
Seed Testcases Track

Seed
<

Filter
Seeds

____________________

Security ||
Tracking | :

= Report

____________________

Crashes

Y

4

Potential
Vulnerabilities

4

How to Select Valuable Test Cases ?



AFL : Mutate Strategy

Mutate Strategy (for libxxx)
A bitflip

2) interest

(@) arithmetic

4) Dictionary

B havoc

£:0101 0101 g:0101 0110
function fO() gunction fO()
{ , |

var a:]_; var a=1;
} }

bitZk 71 2 T 7 4 K2 oW testcases



AFL : Mutate Strategy

Mutate Strategy (for libxxx)

A bitflip
2) interest

(@) arithmetic

4) Dictionary
B havoc

£:0101 0101 g:0101 0110

function fO() gunction fO()
{ o

var a=1;

} }

var a=1;

bitZk 71 2 T 7 4 K2 oW testcases

How to improve Improve the Effectiveness of Mutated JS Testcases ?



AST Fuzz : Mutate Strategy

js-code -> IR -> Mutate IR -> js-code'’
Which IR Should Be Chosen?

AST
LangFuzz (USENIX Security'12)
CodeAlchemist (NDSS’'19)
Superion(ICSE'19)
DIE(S&P'20)



&7

program

sourceElements

| sourceElement |

statement

| variableStatement

| sourceElement |

[Statement |

variableStatement |

var || variableDeclarationlList | var || variableDeclarationlList |[;

| variableDeclaration |
| X | | initialiser |

| singleExpression |

litaral

| numericLiteral |

| variableDeclaration |

| y I | initialiser I
|{singleExpression |
| singleExpression || +| | litaral |
|

X | numericLiteral |

AST Fuzz : Mutate Strategy

var x=1; x=true;

var y=x+2;

Number(x);

ﬂMutation

var x=1;
var y=Number(x);

| sourceElements | | <EOF> |

| sourceElement |

| expressmnStatement |

| expressionSequence |

| singleExpression |

| sourceElement |

expressmnStatement |

| expressmnSequence |

| singleExpression |

=

| singleExpression ||=|[ singleExpression

|| singleExpression | | arguments |

| Number | (]| argumm

| singleExpression |

=

Figure from Superion (ICSE'19)




&7

program

sourceElements

| sourceElement | | sourceElement |

[Statement |

| variableStatement variableStatement |

var || variableDeclarationlList | var || variableDeclarationlList |[;

| variableDeclaration |
| X | | initialiser |

| singleExpression |

statement

| variableDeclaration |

| y I | initialiser I
|{singleExpression |
| singleExpression || +| | litaral |
|

| numericLiteral | X

litaral

| numericlLiteral |

AST Fuzz : Mutate Strategy

Undefined Behavior ?

| sourceElements | | <EOF> |

| sourceElement | | sourceElement |

D | expressmnStatement |

| expressmnStatement |

var x=1; x=true:
var y=x+2; func1 () ;
1Mutation
var x—1.
var
Error

| expressionSequence |

| expressmnSequence |

| singleExpression | | singleExpression |

| singleExpressioM%pression || singleExpression | | arguments |
| Number | (]| argumm

| singleExpression |

=

Figure from Superion (ICSE'19)



IR Fuzz : improve the semantic correctness

Commits on Mar 20, 2019

&7

Fuzzilli (NDSS'23) Fuzzilli is now open source!
A ‘ Samuel GroB committed on Mar 20, 2019
« BENXIR—FuzzIL(Grol's Masters Thesis 2018)
; Example FuzzIL program // Trivial lifting
v0 <- LoadInt ‘0’ const v0 = 0;
vl <- LoadInt ‘10’ const vl = 10;
v2 <- LoadInt ‘1’ const v2 = 1;
v3 <— Phi vO let v3 = v0;
BeginFor vO0, ‘<', vl1, ‘+', v2 —-> v4 Lift for (let v4 = v0; vd4 < vl; v4 = v4d + v2)
v6 <- BinaryOperation v3, ‘+', v4 const ve = v3 + v4;
Copy v3, V6 v3 = vb6;
EndFor }
v7 <- LoadString ‘Result: const v7 = ”"Result:”;
v8 <- BinaryOperation v7, ‘+’, v3 const v8 = v7 + v3;
v9 <- LoadGlobal ‘console’ const v9 = console;

v1l0 <- CallMethod v9, ‘log’, [v8] const v10 = v9.log(v8);


https://github.com/googleprojectzero/fuzzilli
https://saelo.github.io/papers/thesis.pdf

| Fuzzilli : Mutate FuzziL

/
Utating FUZZIL v0 <- LoadGlobal ‘print’

vl <- LoadString ‘Hello World’

v2 <- CallFunction vO,

Input Mutator
. Operation Mutator
v0 <- LoadGlobal ‘print’ v0 <- LoadGlobal | ‘encodeURI’
vl <- LoadString ‘Hello World’ » V1 <- LoadString ‘Hello World’
v2 <- CallFunction vO0, vl vZ2 <- CallFunction v0, vl

Insertion Mutator
(Generates new code)

Splice Mutator
(Inserts existing code)

v0 <- LoadGlobal ‘print’
vl <- LoadString ‘Hello World’

vl <- LoadString ‘Hello World’
v2 <- LoadGlobal ‘print’ v2 <- LoadProperty v0, ‘foo’

v3 <- CallFunction v0, vl v3 <- CallFunction v0, v

v0 <- LoadGlobal ‘print’



| Fuzzilli : Mutate FuzziL

/
Utating FUZZIL v0 <- LoadGlobal ‘print’

vl <- LoadString ‘Hello World’

v2 <- CallFunction vO,

Input Mutator
. Operation Mutator
v0 <- LoadGlobal ‘print’ v0 <- LoadGlobal | ‘encodeURI’
vl <- LoadString ‘Hello World’ » V1 <- LoadString ‘Hello World’
v2 <- CallFunction vO0, vl vZ2 <- CallFunction v0, vl

Insertion Mutator
(Generates new code)

Splice Mutator
(Inserts existing code)

v0 <- LoadGlobal ‘print’
vl <- LoadString ‘Hello World’

vl <- LoadString ‘Hello World’
v2 <- LoadGlobal ‘print’ v2 <- LoadProperty v0, ‘foo’

v3 <- CallFunction v0, vl v3 <- CallFunction v0, v

v0 <- LoadGlobal ‘print’



Fuzzilli = Analyze

57

B TE
existing code
vl & LoadFloat '13.37' . vl3 & LoadFloat '13.37'
o SpliceMutator L
v2 & LoadBuiltin 'Math' —p \|14 ¢ | 0adBuliltin 'Math'
v3 & CallMethod v2, 'sin', [v1] vl5 & CallMethod v14, 'sin', [v13]

existing code

« Context Analyze
« Scope Analyze

« Type Analyze



/ Fuzzilli : Context Analyze

beginFunction function f(){ beginFunction function f1(){
beginFor for(;;)d{ beginFor fop( :-
//insert generatorl XX beginFunction unction f2(){
—_ g
endFor h endFor !
// insert generator2 e breakGenerator
endFuction } endFuction Error

InContext.Function | InContext.For

InContext.Function =P —————=————=—————-—-——-—m—mm—m oo
InContext.Function

KR ETXER

—> InContext.Function



| Fuzzilli : Scope Analyze

B

beginFunction function f(){
vl & LoadInteger '5' const vO = 5;
beginFor for(;;){
vl & LoadInteger '10' const vl = 10;
v2 & LoadFloat '1.1' const v2 = 1.1,
//insert generatorl I ..
endFor }
v3 & LoadString 'test' const v3 = 'test';
//insert generator2
endFuction }

For:[vl,v2]

Function:[vO]

KEFEEEXRFR

I
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Fuzzilh :

: By
FuzzilligipmEARKE
.undefined : RIRAKENKE,
.integer : BEKA,
.float : JFFhKA ((FaED) .
.string : F=fFERZERY,
.boolean : #H/RFEHEY

.object(of Group: G, with Properties:
mHBMHNTTE TUE— ‘A’ RRANFRAIE

.function(signature:

.unknown :

S) : R-FEKE,

T 2R7m E R I E HYZE

e

IJo
H a5 (B \FE
.constructor(signature: S) : MEREEKRE

R ARMEER,

7l

o

)

.], withMethods:

I

Type Analyze & Type System

E|

1) DRI REE,



l|'||D

Fuzzilh :

: B
FuzzilligipmEARKE
.undefined : RIRAKENKE,
.integer : BEKA,
.float : JFFhKA ((FaED) .
.string : F=fFERZERY,
.boolean : #H/RFEHEY

.object(of Group: G, with Properties:
mHBMHNTTE TUE— ‘A’ RRANFRAIE

.function(signature:

.unknown :

S) : R-FEKE,

T 2R7m E R I E HYZE

e

IJo
H a5 (B \FE
.constructor(signature: S) : MEREEKRE

R ARMEER,

7l

o

)

.], withMethods:

I

Type Analyze & Type System

E|

1) D RTFARRER,



Fuzzilli

FuzzilliZ& ek
#ANBuilt-in(RZEH

registerBuiltin("Array", ofType:
registerBuiltin("Function", ofTy

registerBuiltin("String", ofType:

registerBuiltin("Boolean", ofTyp

registerBuiltin("Number", ofType:
registerBuiltin("Symbol", ofType:
registerBuiltin("BigInt", ofType:

JHEERENGE T g fproperty/methodB & &, larray gl
static let jsArray = Type.object(ofGroup: "Array", withProperties: ["__proto__", "length", "constructor"], withMethods: ["concat",
"fill", "find", "findIndex", "pop", "push", "reverse", "shift", "unshift", "slice", "sort", "splice", "includes", "indexO0f", "keys",
"forEach", "filter", "map", "every", "some", "reduce", "reduceRight", "toString", "tolLocaleString", "join", "lastIndexOf", "values",

"flatMap"])

Type Analyze & Type System

QECB T BN R—# KR A % (Commit 98e605e)
4%7)

registerBuiltin("0Object", ofType:

.jsObjectConstructor)
.jsArrayConstructor)

ARAPLIFAEANS

isFunctionConstructor) methods: [
pe...;: ?ncclontonstrug or "copyWithin": [.integer, .integer, .opt(.integer)] =
.jsStringConstructor N
ISSEFNG [/ [IRESHAR, SEDREXE
e: .jsBooleanConstructor) .
) "entries": [] = .jsArray,
.jsNumberConstructor) //

.jsSymbolConstructor)
.jsBigIntConstructor)

%3i§%ﬁﬁﬂ ?5 []:*&3¥U

.jsArray,

"copyWithin",
"entries",
"flat",


https://github.com/googleprojectzero/fuzzilli/commit/98e605e4de250453047b9e069fcdde4299717c1f

&7

Target
Application /

/

AFL : Mutate testcases

. B —3ttestcases{E A #ifseeds
4x T 4E B % RYtestcases

. {REE—LbttestcasesEE T —H T

Seed
<

Select
Seed

How to Mutate Test Cases—

Filter
Seeds

____________________

Security ||

——AST Fuzz. IR Fuzz

>| Report

Tracking | :

____________________

Crashes

Y

4

Potential
Vulnerabilities

4

How to Select Valuable Test Cases ?



AFL : Coverage-guided Fuzzing

fin% 7 FEs = testcasest IR B

0 TERTE
A JRAD G

@) IR aE X A5
ORI =201yl e =31l
@) $ITHIRS[ZE

(5) it %crash

© Coveragex &

nnnnnnnnnn

How to Instrument for Coverage Tracking ?



AFL : Instrument——Edge Coverage

cur_location = <COMPILE_TIME_RANDOM>;

[/ AEHERARBENE, rand4pl, FRIMRYNATEAIRID
shared_mem[cur_location * prev_location]++;
//prev_locationZE £ BTE, "RRL—TEXRWID. shared_memEEHZERTE
prev_location = cur_location >> 1;

// E#iprev_location, HEHRMID>>1E7E FT—IHNFERIBE A BI—MREIID

#prev_location = cur_location #prev_location = cur_location >> 1

N3tFA—BH: ns3+FA—BH:
prev_location = A; [/ BENARHZER prev_location = A>>1; /] ENARTIZ B
cur_location = B; cur_location = B;
shared_mem[A*B] ++; shared_mem[ (A>>1) ~ B]+;

XFB—oARF: JFBoARK:
prev_location = B; // #NBRHZER prev_location = B>>1; [/ #NBERHZER
cur_location = A; cur_location = A;

shared_mem[BAA] ++; shared_mem[ (B>>1) A Al++;

Path




AFL

cur_location =

: Instrument——Edge Coverage

<COMPILE_TIME_RANDOM>;

[/ AR BRBENE, rand4Epk, ARRIRHBIEARRAID
shared_mem[cur_location ~ prev_location]+;
//prev_locationEU2/ETE, RRLE—TEFRRPID. shared_memEHERTE

prev_location

cur_location >> 1;

// EFfiprev_location, HBIRMID>>1E7E F—iH NAEIBE B BI— MREVID

#prev_location = cur_location

NxFA—BHE:
prev_location = A;
cur_location = B;
shared_mem[A”B] ++;

JFBoAK:
prev_location = B;
cur_location = A;
shared_mem[BAA] ++;

#prev_location = cur_location >> 1

NFA—-BH:

[/ FENARZERY prev_location = A>>1; // #NARHZ B
cur_location = B;
shared_mem[ (A>>1) A B]++;
SFFBoARK:
// HENBRHZER prev_location = B>>1; //ENBEHZ B

cur_location = A;
shared_mem[ (B>>1) A Al++;

Insert Assembly(only x86) — Insert LLVM IR




AFL : Instrument——Edge Coverage

cur_location = <COMPILE_TIME_RANDOM>;

[/ AEHERERBENEL, rand4Rk, FRIMRHNAIEAIRMID
shared_mem[cur_location * prev_location]++;
//prev_locationXULFTE, RRL—TEFRIRMID. shared_memEHZEREF
prev_location = cur_location >> 1;

// EBFfiprev_location, HEHRMID>>1RE F—HHNMERIBEABI—MRIGID

#prev_location = cur_location #prev_location = cur_location >> 1
N33 FA-BE: n3$FA—-BH:
prev_location = A; [/ BENARHZER prev_location = A>>1; /] ENARTIZ B
cur_location = B; cur_locatiop=_R"
shared_mem[A”B] ++; Shal"Ed_mem[H;
SFFBoAF: SFFBoARK:
prev_location = B; // HNBRHRER prev_location = B>>1; // #HNBRZER

cur_location = A; cur_location =_A:
shared_men[B2A] S“a"ed-“‘e"‘[“; Hash Collision?
Insert Assembly(only x86) — Insert LLVM IR



AFL : Instrument——Edge Coverage

cur_location = <COMPILE_TIME_RANDOM>;

[/ AEHERERBENEL, rand4Rk, FRIMRHNAIEAIRMID
shared_mem[cur_location * prev_location]++;
//prev_locationXULFTE, RRL—TEFRIRMID. shared_memEHZEREF
prev_location = cur_location >> 1;

// EBFfiprev_location, HEHRMID>>1RE F—HHNMERIBEABI—MRIGID

#prev_location = cur_location

NxFA—BHE:
prev_location = A;
cur_location = B;
shared_mem[A7B] ++;

FFBoAF:
prev_location = B;
cur_location = A;
shared_mem[BAA] ++;

Trace-pc-quard mode (LLVM Sanitizer Coverage) — Each edge

#prev_location = cur_location >> 1
N3t FA—BH:
/] HENARTIZ B

prev_location = A>>1; [/ HNARTIR B
cur_locatiog smba
shar‘ed_mem[H;

SFFBoAF:

// #N\BRHRERY

prev_location = B>>1; /] #N\BRHZER

cur_location=_A:
shared_mem[ J(B>>1) A Aj++;

Hash Collisiont4

has a unique ID



AFL : Coverage-guided Fuzzing

. \ How to Find Bugs More Effectively ?
fil % 7 ¥EK 1R B testcasest & B2

TERE
@) JRRD AT
@) IR aE X A5
® & F a5
@) $ITHIRS[ZE
(5) iE3xcrash
© Coveragex &




AFL : Coverage-guided Fuzzing

/ How to Find Bugs More Effectivelya
AT FTE&1E Ftestcases# R B Fuzzing the JIT Component®®
@ TEREE

nnnnnnnnnn

@) JRRD AT

@) IR aE X A5
® ORI =201yl e =31l
@) $ITHIRS[ZE
(5) iE3xcrash
© Coveragex &




JavaScript Source Code

_—Ay Background : JIT l

Abstract Syntax Tree

JavaScript l

HAKENES, BRRGEDTH T ERELE

sum += arr(i] Interpreter Ignition

IS sum an int? i v

Compiler TurboFan(JIT) .

iS arr an array?

i an int?
Optimized Machine Code
arr(i] an int? :
\ A

Bytecode

7y

7

7< LL_
P o i g



_—A) Background : JIT

| know sum is an int.
| know i is an int.

J|T | know arr is an array. is arr(i] an int? is arrfi] an int? is arr(i] an int?

o NIXLEET S AYRBEU H RIX / / / /
« MBRTRAIREIEE
o HREE B (KEBURI)




__A]J Background : JIT

ITZRf i I RIX ¢ know sum is an in
© FHEZKHITHRBHREELS
© EXMEMLL




__Ay Background : JIT

JlT | know sum is an int.
| know i is an int.

| know arr is an array. is arr(i] an int? is arr(i] an int? is arr(i] an int?

S LAE STy e ) / / /
. HBRRRHEERS
. RIS (EER)

Sometimes, = -

} | |

A vulnerability occurs




V8EXZH 5T 0] imifE

« ChromepyJdS Engine

« JITEHHRMIERR T AL TS

« KMaxLength : Stringm AXKKE

© BRER—1ITE

R A

o« JITAZERXIstring.lastIndex0fiR
E{ESEE % & A[-1, KMaxLength-1]

 lastIndexOf("")REFFEKE

var s = "abc";
console.log(s.lastIndex0f("")); // % 3

__A]/ Background : JIT Vulnerability

V8 off-by-one bug

et p— p—
B LUNO=OOOJN N & W =—

function opt() {
var maxLen = 268435440; // equals to String :: KMaxLength
var s = "A'".repeat (maxLen);
var 1 = s. lastindexOf (""):
// Compiler: 1=Range(—1, maxLen-1), Reality: 1=Range(—1, maxLen)
1 +=1;
/[ Compiler: 1=Range(0, maxLen), Reality : 1=Range(0, maxLen+1)
var buf = new Uint8Array(maxLen + 1);
return buf[1];
// Compiler: Bounds—check removed, Reality: Out—of—bounds access
}
print (opt() ); // undefined
% OptimizeFunctionOnNextCall(opt):
print (opt () ); // out—of—bounds access

|
2

case kStringlndexOf:
case kStringLastIndexOf:

3 return Range(—1.0, String :: KMaxLength - 1.0);
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Background : JIT Vulnerability——V8 pwn

An OOB vulnerability can be exploited! $ /usr/bin/calx

o0 .Jout/x64.release/d8 --allow-natives-syntax poc.js

Activities XCalc v 0xel6h9e40a99: [JISArray]
- map: 0x394d5dh82f79 <Map(PACKED_ELEMENTS)> [FastProperties]
— prototype: ©x09cf35351111 <JSArray[e]>
O elements: Ox0el6h9e40a81 <FixedArray[1]> [PACKED_ELEMENTS]
length: 1
properties: 0x2022a3dcOc71 <FixedArray[@]> {
#length: 0x37d7025801a9 <AccessorInfo> (const accessor descriptor)

elements: Ox0el6h9e40a8l <FixedArray[1]> {
0: 0x0el6h9e40all <Object map = 0x394d5db80459>
Calculator — }

oob args length is 2
Oxelé6h9e40a6l: [ISArray]
- map: ©x394d5dh82ed9 <Map(PACKED_DOUBLE_ELEMENTS)> [FastProperties]
- prototype: 0x09cf35351111 <JSArray[0]>
- elements: Ox0el6h9e40ast9 <FixedDoubleArray[1]> [PACKED_DOUBLE_ELEMENTS]
- length: 1
— properties: 0x2022a3dcOc71 <FixedArray[@]> {

#length: 0x37d7025801a9 <AccessorInfo> (const accessor descriptor)

elements: Ox0elé6h9e40ast9 <FixedDoubleArray[1]> {
0: 6.24458e-311
}
3.11283e-310
oob args length is 1
oxelé6h9esllcl: [JISArrayl]
- map: 0x394d5db82ed9 <Map(PACKED_DOUBLE_ELEMENTS)> [FastProperties]
- prototype: 0x09cf35351111 <JSArray[0]>
- elements: Ox0el6bh9e41la9 <FixedDoubleArray[1]> [PACKED_DOUBLE_ELEMENTS]
\ / - length: 1

STO 5 0 - properties: ©x2022a3dcOc7l1 <FixedArray[@]> {

: \ #length: ©@x37d7025801a9 <AccessorInfo> (const accessor descriptor)

mod

RIS elements: Ox@eléh9eslla9 <FixedDoubleArray[1]> {

SUM 0:81.1
}
oob args length is 2
0xel6h9e411f9: [JISArray]
- map: 0x394d5dbh82f79 <Map(PACKED_ELEMENTS)> [FastProperties]
- prototype: 0x09cf35351111 <JSArray[0]>
- elements: Ox@elébh9esllel <FixedArray[1]> [PACKED_ELEMENTS]




Background : JIT Vulnerability——V8 pwn

An OOB vulnerability can be exploited! [*CTF]oob

o0 .Jout/x64.release/d8 --allow-natives-syntax poc.js

Activities XCalc v 0xel6h9e40a99: [JISArray]
- map: 0x394d5dh82f79 <Map(PACKED_ELEMENTS)> [FastProperties]
— prototype: ©x09cf35351111 <JSArray[e]>
O elements: Ox0el6h9e40a81 <FixedArray[1]> [PACKED_ELEMENTS]
length: 1
properties: 0x2022a3dcOc71 <FixedArray[@]> {
#length: 0x37d7025801a9 <AccessorInfo> (const accessor descriptor)

elements: Ox0el6h9e40a8l <FixedArray[1]> {
0: 0x0el6h9e40all <Object map = 0x394d5db80459>
Calculator — }

oob args length is 2
Oxelé6h9e40a6l: [ISArray]
- map: ©x394d5dh82ed9 <Map(PACKED_DOUBLE_ELEMENTS)> [FastProperties]
- prototype: 0x09cf35351111 <JSArray[0]>
- elements: Ox0el6h9e40ast9 <FixedDoubleArray[1]> [PACKED_DOUBLE_ELEMENTS]
- length: 1
— properties: 0x2022a3dcOc71 <FixedArray[@]> {

#length: 0x37d7025801a9 <AccessorInfo> (const accessor descriptor)

elements: Ox0elé6h9e40ast9 <FixedDoubleArray[1]> {
0: 6.24458e-311
}
3.11283e-310
oob args length is 1
oxelé6h9esllcl: [JISArrayl]
- map: 0x394d5db82ed9 <Map(PACKED_DOUBLE_ELEMENTS)> [FastProperties]
- prototype: 0x09cf35351111 <JSArray[0]>
- elements: Ox0el6bh9e41la9 <FixedDoubleArray[1]> [PACKED_DOUBLE_ELEMENTS]
\ / - length: 1

STO 5 0 - properties: ©x2022a3dcOc7l1 <FixedArray[@]> {

: \ #length: ©@x37d7025801a9 <AccessorInfo> (const accessor descriptor)

mod

RIS elements: Ox@eléh9eslla9 <FixedDoubleArray[1]> {

SUM 0:81.1
}
oob args length is 2
0xel6h9e411f9: [JISArray]
- map: 0x394d5dbh82f79 <Map(PACKED_ELEMENTS)> [FastProperties]
- prototype: 0x09cf35351111 <JSArray[0]>
- elements: Ox@elébh9esllel <FixedArray[1]> [PACKED_ELEMENTS]



https://www.freebuf.com/vuls/203721.html
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o JITERMIBER T EHLFRE

« KMaxLength : Stringm AXKKE

© BRER—1ITE

R A

o« JITAZERXIstring.lastIndex0fiR
E{ESEE % & A[-1, KMaxLength-1]

 lastIndexOf("")REFFEKE

var s = "abc";
console.log(s.lastIndex0f("")); // % 3

_—A]/ Background : JIT Vulnerability  How to fuzz JIT?

V8 off-by-one bug

1 function opt() {

2 var maxLen = 268435440; // equals to String :: KMaxLength

3 var s = "A".repeat (maxLen);

4 var i = s. lastIndexOf ("");

5 // Compiler: 1=Range(—1, maxLen-1), Reality: 1=Range(—1, maxLen)
6 i+=1;

7 /[ Compiler: 1=Range(0, maxLen), Reality : 1=Range(0, maxLen+1)
8 var buf = new Uint8 Array(maxLen + 1);

9 return buf[1i];
10 // Compiler: Bounds—check removed, Reality: Out—of—bounds access
11 )
12 print (opt()): // undefined
13 %OptimizeFunctionOnNextCall(opt);
14 print (opt()); // out—of—bounds access

1 case kStringlndexOf:

2 case kStringLastIndexOf:

3 return Range(—1.0, String :: KMaxLength - 1.0);
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https://issues.chromium.org/issues/40088942

@ FuzzJIT(USENIX Security’23): Background
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Figure 3: The number of bugs discovered respectively in
parser/interpreter and in JIT compiler in recent years.
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FuzzJIT(USENIX Security'23)

Fuzzilli
« CodeGenerators

« HpyFuzzILiES
* ProgramTemplates

o RIBEREEFUZZILEER

+ XFBEEXIRR
FuzzJIT

e HTFFuzzilli

« fRH—fuzz JITHIHRhR

Nele RN No WU, BN SNR UL o R

function deepEquals(rl, r2){ {
if (classOf (rl) !== classOf(r2)) return false ;

}

function opt(param) {
var vO = [0, 1.0, -1, "a", []]:
var vl = new Float32Array(63895);

if (param){
v0 = {x:0x1234, toString :v1};

}
vO[l] = vI;
return [vO, v1, ..];

}
var precheckl = opt(true);
for(var 1=0; 1<5; 1++) opt( false );
var precheck2 = opt(true);
if ( deepEquals( precheckl, precheck2 )){
var rl = opt(true);
for(var 1=0; i<N; i++){ // triggers JIT compiler
opt( false );
}
var r2 = opt(true);
if (!deepEquals(rl, r2)){
Crash();
}



https://github.com/googleprojectzero/fuzzilli

@ | Fuzz)IT(USENIX Security'23)

FuzzJIT+&ERk

opt
- HEFTENHAIS code
Differential Testing

« 7| AHdeepEquals Xt L4 BT /E Y%

« WMEARE, Fzjcrash
Triggers JIT
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function deepEquals(rl, r2){ {
if (classOf (rl) !== classOf(r2)) return false ;

}

function opt(param) {
var vO = [0, 1.0, -1, "a", []]:
var vl = new Float32Array(63895);

if (param){
v0 = {x:0x1234, toString :v1};

}
vO[1] = vI;

return [vO, v1, ..];
}
var precheckl = opt(true);
for(var 1=0; 1<5; 1++) opt( false );
var precheck2 = opt(true);
if ( deepEquals( precheckl, precheck2 )){
var rl = opt(true);
for(var 1=0; i<N; i++){ // triggers JIT compiler
opt( false );
}
var r2 = opt(true);
if (!deepEquals(rl, r2)){
Crash();
}




@ FuzzJIT : Revealing JIT compiler bugs
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function opt(param) {
var vO = [0, 1.0, =1, "a", []):
var vl = new Float32Array(63895);

if (param)|{
v = {x:0x1234, toString :v1};

)
vO[1] = vI;

return [vO, vI, ..];

}

var precheckl = opt(true);

for(var 1=0; 1<5; 1++) opt( false );

var precheck2 = opt(true);

if ( deepEquals( precheckl, precheck2 )){

var rl = opt(true);

for (var 1=0; i<N; i++){ // triggers JIT compiler
opt( false );

)

var r2 = opt(true);

if (!deepEquals(rl, r2)){
Crash():

)




@ FuzzJIT : Revealing JIT compiler bugs

Table 2: The comparison rules of deepEquals ().

deepEquals
Type Comparison rule
- /A§. A . S -A\
LEAR L AL B o 0 undefined, null, bigint, rl ===r2
- avoid false positives symbol, boolean, string
. number if (rl === 0) Object.is(rl, r2)
API"“% $ else if (1sNaN(r1)) isNaN(r2)
© HEBREEALY cherl =12
object (Number deepEquals(rl.valueOf(), r2.valueOf
object (Date, String, classOf(r1) === classOf(r2)
« Data.now () RegExp, Error, Boolean) rl.toString() === r2.toString()
o | i object (Array, Map, classOf(rl) === classOf(r2)
WeakMap, Set, WeakSet,  prosl = Object.keys(rl).sort()
JSON, Object) pros2 = Object.keys(r2).sort()

prosl.length === pros2.length
for( vari=0; 1 < prosl.length; i++)
deepEquals(r1[prosl[i]], r2[pros2[i]])
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FuzzJIT : workflow

Seed Selection

// test case

1nia

Seed Queue

Mutation

JIT bug-leading
elements/structures

| & Array "
e Object '
Lo Subexpression :
1 ® Interesting number i
| @ Conditional variable .

1

i

| reassignment

Inspire

Historical JIT bug PoCs

Wrapping

function opt(pX
// test case

function deepEquals(rl, r2){...}
function opt(pX
// test case

// Check intrinsic randomness
.. deepEquals(...); ...

1.Wrap into a function

2.Check intrinsic randomness

function deepEquals(rl, r2){...}
function opt(pX
// test case

// Check intrinsic randomness
... deepequals(...); ...

// Trigger JIT

for(.. ){.... opt(...): ..}

function deepEquals(rl, r2){...}
function opt(pX
// test case

// Check intrinsic randomness
... deepequals(...); ...

// Trigger JIT

for(. ... opt(..). .}

// Capture non-crash JIT bugs
.. deepEquals(...); ...

3.Trigger JIT

4 .Capture non-crash JIT bugs

Execution

e Crash
_: e Non-crash bug : .

rTA S~~~ 1
)

Figure 5: The workflow of FuzzJIT.




@ Summary : JavaScript Engine Fuzzing

EENR AEERM - AST Fuzz, IR Fuzz(Fuzzilli)

e JIT-Picking(CCS'22). FuzzJIT(USENIX Security'23). OptFuzz(USENIX
Security'24)..

« Towards Better Semantics Exploration for Browser Fuzzing(OOPSLA’23)

- REAMbugry T RE | Fuzz JavaScript Enginefy#FEH M (IIT)

e https://github.com/wcventure/FuzzingPaper

e https://github.com/uds-se/fuzzingbook

e https://github.com/secfigo/Awesome-Fuzzing

« https://github.com/Escapingbug/awesome-browser-exploit



https://github.com/wcventure/FuzzingPaper
https://github.com/uds-se/fuzzingbook
https://github.com/secfigo/Awesome-Fuzzing
https://github.com/Escapingbug/awesome-browser-exploit




