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Mutual Exclusion (Mutex): Basics
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o IIm5R X (critical section): ThA)JEXERIRN—EMHE, ZREEE—T

HEZE1)

TEAH

» ZiskfH(race condition): WIMEZ THATEREAREENHEANIRFRXE, B

RN E B RENEUELSNM, SEEAFFEARIZEGR,

> SREFEE—TIUSZIITESENE, EFRVMEsREaiTmE, BEAEBURT

RLe 2 2RIV 31T, HEUILZER A HE BRI (non-deterministic),

eI HIEF R R ER LM EESFEE H R INEREM!
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e % (Safety) ;& %(Liveness)

NF—T1E1TREFRICEEH AREF) M T EEZRE % (by Leslie Lamport):

. TR ORI A o EME FBERBRE

> SEMEERRBERZEEHEEKENA],
— P RENERENITHRABERLE“NFA]
Al Npa Aoy

- RRHBRTROE AR BAR
RISX ML,

- W FATE PR T HIFROE IR
THFERAF X - W BATRAEL GTPEEE—

T RRIEIA LA FIHR[E]”)

Theorem: Every property defined on an execution of a program is a combination of a safety property and a liveness property
by Alpern and Schneider, 1987
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B (Mutual Exclusion): [55* XA g% RBER —1 %12 (Safety)

: C MRFRRFAXARB%E, ARBFEREREAEANRRX, 4
R ARENTEEFRHANGEFREXNEIESFENZIEFR X (liveness)

e B551E S (bounded waiting): IRETEZEEEHRHANIGHRX, IBAEFFVEIRE
AE (BRelEftkizd N zIaFR XREHE LR) , ArI—BHAIAFIS(Fairness/No
starvation)

» NRXNDLERSEEHRIEE, IBAXMaE—"T Liveness property, EFZXS1HN!

> NRXPDLRBIEERMBIAZF, BAXME—" Safety property, EAE{A]—/K
WITHERTEBAN, EFSHEANIANREZEEBEIX T LEMAL 7HSE"!
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SRXIMRR S EE BN MY

o« FRUEZIM, BB —TIeFRXBRARMEBERDOR, BFZIEEE

(performance)

> WX R MR @ 57 X AR R EROZAE RS
THEZIRFXANMANTEm S R ATEER/,

- ZMRZEE— N2 Mall the runst /B

o 225 AN(Rule of thumb): HigiTHREER, MiZREZZEE! (but
don't forget liveness and performance).
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« XIF FNERY
X Mm 5 X

#define N 100000000
#define NUMBER_OF_THREADS 2

long sum = @;

void *T_sum(voidx nothing) {
fortint i =0: 4 < Noiet) 4

I3

i

int main() {
pthread_t threads [NUMBER_OF THREADS];
pthread create(&threads[0], NULL, T_sum,
pthread create(&threads[1], NULL, T_sum,

mFR XA, BRi]E

NUL
NUL

for (int i=@; i < NUMBER_OF THREADS; i++){ pt

NULL):}

printf("sum
DEINET (il 2%n

Slidn' . isum) =
a2l ok N

[o]Y)3 0] &2

RIOMEER: REBARZRE—1 %2100

ERE 0 = @ vy o=

yold TLOk
Xk ante bz oy s o starelxX s o lhaa iy

EnsVICE SYMCHEonLZe Wi a parrier
prEnt iy d )

}

void 200 1

)
0

nread_join(threads[il],

Vo adnt ot = aenl e Stopaty ) oL oadix)
—_Sync_synchronize(),

PELMERE e et
s

BZE: printfCIBR2IaRXAIBE? printfRizLE15? (O
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fi(Locks)

- BlE—TR=E, HFEF MER—NZINKS. ERZAZRAN (available, 3k
unlocked, Zifree) , "EE&XIEHFED, EASHE SHA (acquired, T}
locked, Zgheld) , RNE—1TE%EEEFED, ELATIRFEEX,

o« EIRTKM T ECXI#RIE:

> - i Alock(Zacquire( =i 3K ENEN, WIR B EHMPEIZFFE T,
ZEZZESIRE, #AEFEX, BNZBIELEETE 7)IA2RE(ZEIZSTE
ARER)

> unlock()/release(): ABunlock(Zirelease(), FHFMTHBIRT (AI#3%XE) , Z8l
WREBREFREIIRERERINEEINZGIZ, FIAEP—TSHEANIRRK,
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It XA

 DINERARME 7 MEEREREER, BdaImFXMD, Rkl

RAE—"TEixE=E (BR) .

long sum = 0; LRl = ey =0

void *T_sum(void* nothing) { Voigcl%;? {

i {;EE(;;_ e ) e o= Lr ket —nyr L) Starel X)) Load ()
SUM++; unlock(); | .
unlock(); __sync_synchronize(); // a barrier

! / printf("sd™, t):

1 }
yold T2 0t
lock();
Vier X dntir = x5 o f Storety);  Load{x)
unlock();

__sync_synchronize();

_ e
}
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» BEREIIIRERINSTE S ITTENRSZ?

» BAMEZRARSGR “Hi(EQE": (NF P!
o —XIBSEIMASLIIEFMY (lock() -> disable interrupt)

> sx86: cli ;5FF eflags HRY IF bit

» RISC-V: &F% mstatus B MIE bit

> AArch64: msr daifset, #3

BOBERE—H45EH

o unlock()FiEB/RITHITH &R 5>
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R9ME: NMI (Non-Maskable Interrupts)
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B FRRTES 2R A Rk Ay, WIE23BE A r] Rk’ (Non-Maskable

Interrupts)

> TBEEN 7 —EA MBS @A —E AR RS IEIR

- WAERG A RANEEIR. RATIRMASF

> NRFIFRFRIFENAGIEIZFRRIE © (GEEIS) , RBRURXEXRTFEL, A
FMIFANMIF] A2 X 1N a1%, ARdibE (AERITEN)

- ATRE: IRERHENMANMI, RERSG (ERE1TF) ENEMEN
s MERFNMINME R, BRIFAG—BEALER T, timeoutz=fd/aNMI
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+ [BFRXBVCHBIEIRN F — BT RAMRIE [
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» REFRFINEERESERSEMEEZNININNESX (EEaEd 1 #EE /ORISR S )

o KFRTEIFNIES, AFPSHNABELENITH, RERERGZEXTINIRE! (x86R]LAE
EcesH FasN e {KAIFRLL)

> BXE, ARFRFTAZIIEAR, KHAFBIE—T R LIRE

» AR (RLEZRER1TRY)

HHH

> BRI A EFFEE

- U RS MMMER R ERIATS
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2o @ 35S (Lockiniss)

« — PN EENEE: EFRA— TG KRRALNHIEIAE, Bl A1FMED
WE A, MO AN, XhEVlock() A1 unlock()

sadiles XEBIR load— M EBHNHEEETH (flag==1) ,
void lock(){ HRBRIZFISE— T ZEHERFN (flag=1) . (flag=0)
while (flag == 1);
tlaqg = 1; 3 XA RIRERLGERNAESENIRE, BEIMNITER
+ REZAIER T

void unlock(){
Tlag = ©;
+
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s XTHENIRERZEZEFANRSEEHERBE THNX T RSEE LME

> TEFEMTEIZERIN &Mflagi0, AEENEA

AR XAJEIEE! (not safe)

Thread 2 ASEE: test 7] set EFHEL
2B R FHIEIRT test-and-set!

tegst  Sflag, 1

set Sflag, 1

enter the critical section
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« MRBNEIBHERAE—THIE: testflag==1, BLAREFEMBNEKIZEE IEES
2B 1EAITrue

> BEREUNRBNAE N EHEZENFIEFRGEHA—F, BAIEFGEARIERNNET True
8? —>—1"%IZ0EF “True”EIxE HMM &L IZ LI E “False”, FiZHE LA T HF!

(EEIZI A E SR AE ! #for thread 2

#for thread 1
void lock(){ T XeEREFmE—EAERE ™AL void lock()A

while (flag.== 0): / D : whdde (Flag =— 1)

;
void unlock(){ void unlock(){
flag = 0 lkcrel =i
} \ }
unlock=483 A=, BE F—/RlockFlEmM=false, RBAIAHFZEunlock,

32 F—/RlockZ BEHIE Mtrue, FTLAX D A ERI LT TSI T8 EERY”.
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e XTAHEFE—TIER: —TEEESFE—TIEERBMT A1 %12
TR ICHAN T Im5RX

#for thread 1

void lock(){

while (filag == 0);
I3
void unlock(){
ilag = U
I3
NRthread 2Ig X A HANIGFRX, HAthread 15:=ZHAN—Rlq
void task(){ RRZEMIEBHNT, B Tlliveness]itE, HREFIE
n ol BAREIERE, Mthread 1EENERE, BT LB
criticél_section_code(); A BIEFE 1T
unlock();
s



e EeetES TEFM
! Engi

;‘. Scﬁoo(gfﬂntz[ﬁgentSWare and gineering ‘ ‘ I

Peterson& &

o 20182604, Dijkstra@fttBVAR & 1IEE 7 H &0)#:, MAIENEZRAAK
Theodorus Jozef Dekkerf8 1 T — 18R 15, &HiEes—THIERZE
M G R ITE A

The original solution due to Dekker is discussed at
length by Dijkstra in [1]. Of the many reformulations
given since, perhaps the best appears in [3]. (Unfortu-
nately the authors believe their correct solution is
incorrect.) The solutions of Doran and Thomas are -

“Myths about the mutual exclusion
problem”, by Gary L. Peterson, 1981

slight improvements which eliminate the ‘loop inside

a loop’ structure of the previously published solutions.
The solution presented here has an extremely simple
structure and, as shown later, is easy to prove correct.



https://series1.github.io/blog/dekkers-algorithm/
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Peterson& &

e 19814, Peterson &I 7 — 1 EMNEENE A

- FEBMEDE ZIEIN3FMtestiIRGH: R T hidflagz 9y, AEEB=ED

BrlNEIEERAARAX (X1 E I OB R Z BI=In LAY rTEEIR S

“4T1H” 0] )

- R, BRI B—TEREERHALT flag==iHE, ®E—TEF/E

= intents KIEREE B EMEIEE

HENIm 5 X

» PetersonRIEEERBEERNERELTE, FMZEEERESSHEZIND

iz L (278, NIIRRIAIE) .
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o PetersonfE)ARNF)Z LI, FEIXPSEEIMXINL?

int dntentsf2] = 10, 01; 7/ 8 NSE
int flag = 0; // Hei=ErIBASKSH! (thread @ or 1)

int o selr = g5/ A imiHdzele 1D, 0 RRHG—

void lock() {
intentslself]l = 1; // tmcBcBEFEAIGHRERX

while ( (intEHTtS[(EHEIf 4':1)02] —= 1) ,//%|/\mﬁztm»§5 &
& (flag == self) ); // URAIABEHFK, MBEEESIN"RE"ZIB2 T

}

void unlock() {
intents|[self] = @: //imcEHESEABEEFHAIGHE

flag = self; //%ERTF—1u
+

X]

C




BE EEERMS TREYR
X ‘ School qf ﬂnw[ﬁ'gent Soﬁware and Engineering ‘ ‘ I

Petersonk

Thread 1 Thread 2

intents[0] = O;
~ enter the critical section flagh ELEfF R

intents [1] S ?%ﬁﬁ\zﬁ*igﬂﬁ
flag = 1 BN B Z G

false S|

N\ BB 177

flag = 0
intents[0] = 1; 7

test{intents[l] == }& flag == intents[1] = 1.54

0

-------------------------

test intents[0] == 1 &: flag ==

Unsafe!
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o Petersonfy— " 1ETBSCIN

int intentsi2l =10, 0 7/ A=
int flag = 0; // Hei=ErIBASKSH! (thread @ or 1)

int o selr = g5/ A imiHdzele 1D, 0 RRHG—

void lock() 4
intentsiselfl =213 //f thiEB e B2 Imiibx
flag = self; //%%F3AF—1u
while ( (intents[(self + 1)%2] == 1) //FIABLEEHFK
& (flag == self) ); // WRHIAMEHRK, MBEEESIRN"RE"FIB2 T

}

void unlock() {
intents[self] = @: //fmcBEESABXR
¥

[

1X]

FBHANGFR

¢
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LuEBAPeterson & AR IE 1%

e Lemma 1: 3—1"&%ET TR lock(a T &

mor X Z I intents[self] = 1

e Proof: trivial
int antentsl2) =10, 0

Rt tlag = 0
intesell = a;

void lock() £
intents|self] = 1:
flag = self;
while ( (intents[(self + 1)%2] == 1)
§& (flag == self) )

¥
QB Aunlock()7
\\\\\\\\\\\\\__YOid unlock() {
intents[self] = 0;

}
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LuEBAPeterson & AR IE 1%

e Lemma 2: [Z&%]Peterson&EBEVZ IR F BRI

o Proof: N7 HERIN, —TIRTICH: (1, h,k, fo, [i]

- tHETAYflaglYME

I’ works as follows:

] do{
> h@ SR 2T AVIEa)AYindex e
ag = 1
while ( (intents[(i + 1)%2] == 1)
|/ =24/ 11O N . il ——0 ’
> kZ S AIZRAET,HITETIRYIndex critif:lgllise?:%ion(;z )

intents[i] = 0;
. reminder _section();
> foE|ntents[O] Ywhile(1);

> fi&intents[1]
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LuEBAPeterson & AR IE 1%

T; works as follows:

do{

. [N bt s £ + . tntents 1] =1
e Lemma 2: [KE"\E]PeterSOnglfﬁgﬁlg'f%j:ﬂ'ﬁli"‘i' flag = 1i;
whilée( tantentslid .1 )2] ==!1)
S8 GRlag == 1) );
: critical section();
° PFOOf. intents il = @;
reminder _section();
twhile(1);

o RN, BAMRIRIREIO, 4,4, 1, 11RET,
SIRET | MTEHN T
0, &xEHANBRFAXNEENFIEIET—TEN
(intents[(i + 1)%2] == 1) && 0 ==1) T~

fRELemmar . S e R =
o - XN REERFalseT! , EREHANET,

e AL, [0, 4,4, 1, 1IMEI— IS RO, 4, 3, 1, 1],
BI7T,—ERMIAE0, 4,3, 1, 1] Z/FHA T IR X,

5RRX, mFESfag = \ T -
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LuEBAPeterson & AR IE 1%

» R%[0,4,3,1,115 ™1~ FJRERYRTS

> — P HIIXE

= m\ﬁ’ﬁgDmE[O 3 311 11]

> Z—1HI5

X=[?, 4, 2, 1,1]:

- AME
flag90!

e HF XM AEEERFE L, [&

[0,3,3,1,1] : Tt

Peterson& /A& 5 KFAY!

1><I

|+?

T'8loopstFEFalse, EFiA)

HEEEANTI

ERIZ AR AL,

~
|

AR

7T

F?,2,4,1,11, T,iiEG28 8 lagH1,

X,

i

I,B1F

3
)
=
S
]

=B MO0

Y
X

“f_‘:

IEE,

[O, 3! 3! 1! 1]

/

[O! 4! 3! 1! 1]

|

[O! 4, 4! 1! 1]

[?! 4! 2! 1! 1]
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LuEBAPeterson & AR IE 1%

o Peterson& ABEWRRIFITEH"1E? EIXAIIA!

int dntentsl2] = {0, 0O}F:

int flag = 0;
It self =.a;
2B HMMEEEH
voad i lock(l) 4
intents|selfl =a1"
Tlage— selh:

while ( UCintents|(self * 1)%2] == 1)
§& Lflag —— self) )
s

void unlock() {
intents[self] = 0:
¥

N, XA EIER

[O]False
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1IEBAPeterson & ;AR 1E {4

o Peterson&EABEUIRIF‘H FF1T 187

I
>

s WTFRAEMITZIZNER T, XZ2ERN, AA—TEERERALE
EFAXNER, RZRESF 1

int intentsl2l = 10 B}:

int flag = 0;

InEse il a= s b i i NN . .
: E—MERELESEHANBERT, B—PERLHEESHNFX

e B} Y

void lock() { 4’—”’,,,///’////

intentslself]l = 1

flag = self; //®HEET—

white (:lintentslliself + 1)%2] = 1)
&& (flag.== self) );

I

void unlock() {
intents[self] = 0;

¥
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e PetersonB/ZEEERER T, 8ESEHIUERR?

> MREREZFZLEGFC—T (EEEAREESR)

Y57

0, MBR—%1E9) , BRELEH

> 378, (REZRIAFSIE/XIER, BRER/ENT, WTFXEKL#M, 5EEHHEMN
WEAR A REG IS (model checking)!

> Model checking is a method for formally verifying finite-state systems

- LEaNfRPI AR A 1IR{EAYmosaic

python3 mosaic.py —c peterson.py | grep \"cs\" | sort | unig

\\u y
\ /r
[
F V4
;\"

\
FE B AR FA €
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N FERIModel checkingfiBA T RIEREKRT
« 1001 ENE?

» NMEE LIRRYZIZENE?

e FARFERIEZKFmodel checkingfIIAREREINE PEE X L o)fR, (F5X T LTEEMEA, tbal:

> Model checking for programming languages using VeriSoft

> Finding and reproducing Heisenbugs in concurrent programs

> Using model checking to find serious file system errors

> VSync: Push-button verification and optimization for synchronization primitives on weak memory
models



https://dl.acm.org/doi/abs/10.1145/263699.263717
https://dl.acm.org/doi/10.5555/1855741.1855760
https://dl.acm.org/doi/10.1145/1189256.1189259
https://dl.acm.org/doi/abs/10.1145/3445814.3446748
https://dl.acm.org/doi/abs/10.1145/3445814.3446748
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o INSCAYloadf{Istoreff 2RI, EZM N %izlE—%EaYflagéff~—2 !
RItE IR S 24 _F BpetersonE 5 H L 2 1R

Thread 1
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int flag = 0;
void lock(){
while (flag == 1);
flag =
+
void unlock(){
ke i= 0
s
Thread 2 Qﬂ%izfﬁﬁ/l\i‘éé\ﬂb{)?\
M 7, BERE
gNPeterson& 5 HIT T
_miw*wtuﬁﬁﬂEmLﬁW*W
test $flag, 1 """ TER, FEEIRI

BMIRREN M L2
Y, WMREEHEETEZ
FrX M T ER{ERIIR F
ft, —JEESEE!

set Sflag, 1

enter the critical section
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[RFHITest-And-Set (TAS) <

o REBMEGIEWEPIRE TR FIEL P AL Test-And-Set Lock (TSL), Lbul

X86F &, FFlockRZxn_HEMPXEhg: ompxchg src, ds:
\\\\\\\\\\\\\\\\\\¥ dst = src;
ZF =1;
} else {
%ax = dst
ZF = 0;
}

int flag; // FEHRFEFEItest fl sethyflag

LR expected. — 0
// 1f flag == 1 then nothing else if flag == @ then flag = 1
asm volatile (
LGS CIXCRHG a2 sl
: "+3" (expected) //Value for comparison. x86 uses eax/rax.
= ime (flag). // Memory location
e il // Value(1l) to be written if flag == expected

. JMemory ;i iCCs
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H HE5(Spin Lock)YsCI)

o B YTSARMEGZF, BTN ZBURIEIr] BASSEHL OO0 (x86)

int flag = 0;
void lock() {
int flag = 0; Nk expeckes:
do {
void lock(){ expected = 0;
while (flag —= 1}; - asm volatile (
lag = 1; "lock cmpxchg %2, %1"
} : "+a" (expected) void unlock() {
= e A ftlag), asm volatile (
void unlock(){ ) "mov %1, %0"
tlag = 0 > memoryl, 'cc" I = A flag)
1 )" el
F while (expected 1= 0): ) : 'memory”
} ;

}
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(IR 1R MF

» 3L I, PIEX86 CPU BB HIE—THTEAFHIILEET), FXTIFE
AFHEIRBIE R, B P AR LE BRI R G 21 BNE (2 BUX T A 17 L

> B Lock FESRIR+BRINMES, MAINERITX TR IE< I “HifE”!

FIXEE BN EPr] ADOLockBIZR, EPXH XA EMEAIILoCckBIZEF R FHY
(according to IA-32 Intel® Architecture Software Developer’s Manual)

ADD, ADC, AND, BTC, BTR, BTS, CMPXCHG, CMPXCH8B, CMPXCHG1leB, DEC, INC,
NEG, NOT, OR, SBB, SUB, XOR, XADD, XCHG
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