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 Therac-25 Incident (1985-1987)
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https://dl.acm.org/doi/10.1145/1346281.1346323
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vold T 1() A spin lock(&A); stUm++t;: spin Unlecki{&A): i}
void T_2() { spin_lock(&B); sum++; spin_unlock(&B); 1}
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void T_1() { spin_Llock(&A); sum++; spin_unlock(&A); }
void T_2() { sum++; }
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Thread 1 Thread 2
S1: if (thd=> proc_info)— —
{ 253 thd-> proc info=NULL:

]

S2: fputs(thd—> proc |n

MySQL ha innodb.cc —— = Buggy Interleaving
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Thread 1 Thread 2 Correct Order

int ReadWriteProc () void DoneWaiting (--) * - —
{ { Buggy Order

/*callback function of
? S4 i1s assumed
S1: PBReadAsync ( &p); PBReadAsync*/

: : to be after S2.
S2. 10_pending = TRUE; /\‘ If S4 executes

. ¥« _ S4io_pending = FALSE; |pefore S2.
S3: while (io_pending ) {...}; . thread 1 will
o } hang.
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When two trains approach each other at a crossing, both shall come to a full stop and neither shall start up again until the other has gone.
—Kansas state law, early 1900s
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Llock();
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if(holding(1k))
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void T1(){ void T2(){
lock (&A); lock(&B) ;
lock(&B) ; lock (&A);
dosomething() ; dosomething();
unlock(&B) ; unlock(&A):
unlock(&A); unlock(&B);
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void Tl |
lock(&A); i Tl({éck(&A)'
lock(&B) ; lock(&B):
while (need-to-wait) ‘i nal(&év)'
wait(&cv, &B); un%ock(&B)"
unlock(&B); unlock(&A):
unlock(&A); 1 '

while(need-to-wait) {unlock(&A); wait(&cv, &B); }
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o FEFIRIPO T IMEF S (by Coffman et al. 1971):

» Mutual-exclusion — FFEENREE G KH
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» Circular wait condition — 2Rk 1EIAZF1FRIIA
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* Prevention, by structurally negating one of the four required conditions.

 Dynamic avoidance by careful resource allocation.
o fMFHVRE

> Let deadlocks occur, detect them, and take action.
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void AtomicIncrement(int *value, int amount) {

do { s N
int old = *value; IR T E
} while (CompareAndSwap(value, old, old + amount) == 0);

}
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lock(prevention);

o IFHEFFSHIEIA lock(L1):
loeklL2):
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void philosopher(int
while(1){
think():
while(1)4

FEEIEE 52 -

i)

Peforks [letftCi)]):
int ret - tryP(forks|right(1)])"

if (retl— Q)]

Vforks Fleftl 19
sleep(randomtime);

telsed
break;
s
i X B (F
eat();

V(forks[left(l)])
V(forks[right(i)]
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(Lock ordering)

- tE3, RESIENEFFLUEHRHTRSHIF

void do_something(mutex t *ml, mutex t *m2) {
if (ml = m2) o
pthread_mutex_lock(ml);
pthread_mutex_lock(m2);
} else {
pthread_mutex_lock(m2);
pthread_mutex_lock(ml);

}
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Topological Sort

A topological sort of a DAG G is a linear ordering of its vertices such that if G

:;T% }# 1j[-’ 96 E ’\] s u:b m % . contains an edge (u, v) then u appears before v in the ordering.
1/INISZ Lt |

« E(G) defines a partial order over V(G), a topological sort gives a total order

Some application of DFS over V(G) satisfying E(G)

f

Undershorts

HEE7F
Nanjing University
2023 Fall

Undershorts e 2 Pants g

A topological ordering arranges the vertices along a horizontal line so that all

edges go “from left to right”.
The slides aze main/y ac{aptec{ ﬁom the o’zigina[ ones shared by G/zaoclong :Z;zeng and Kevin Wayne.7 hanks fo’z their suppo’zts./
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Topological Sort Topological Sort

 Topological sort is impossible if the graph contains a cycle.

» Atopological sort of a DAG G is a linear ordering of its vertices such that if G contains

. _ _ _ _ _ an edge (u, v) then u appears before v in the ordering.
* A given graph may have multiple different valid topological ordering.

4—
* Q:|Does every DAG has a topological ordering? J

How to generate a topological ordering?

. Q:(I—Tow to tell if a directed graph is acyclicﬂﬁ?acyclic, how to do topological sort?

1

Lemma 1 Directed graph G is acyclic iff a DFS of G yields no back edges

Undershorts g 4 Pants g

Tic g o Jacket

Lemma 2 If we do a DFS in DAG G, then u.f > v.f for every edge (u,v) in G

4

/7 N\ \ Theorem Decreasing order of finish times of DFS on DAG gives a topological ordering
Undershorts Pant; -:Sl;oes | - & | : . " (

Corollary Every DAG has a topological ordering

Jacket
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tball: Linux Kernel: mm/rmap.c

Lock ordering in mm:

inode—>i_rwsem (while writing or truncating, not reading or faulting)
mm—>mmap_ lock
mapping—>invalidate_lock (in filemap_fault)
page—>flags PG_locked (lock_page)
hugetlbfs_i_mmap_rwsem_key (in huge_pmd_share, see hugetlbfs below)
vima_start _write
mapping—>1_mmap_rwsem
anon_vma—>rwsem
mm—>page_table_lock or pte_lock
swap_lock (in swap_duplicate, swap_info_get)
mmlist lock (in mmput, drain_mmlist and others)
mapping—>private_lock (in block_dirty_folio)
folio_lock_memcg move_lock (in block _dirty folio)
i_pages lock (widely used)

Lruvec—>1ru_lock (in folio_lruvec_lock _irq)
inode—>i_lock (in set_page_dirty's _ mark_inode_dirty)
bdi.wb—>1list lock (in set_page_dirty's __ _mark_inode_dirty)

sb_lock (within inode_lock in fs/fs-writeback.c)
i_pages lock (widely used, in set page_dirty,
in arch—-dependent flush_dcache_mmap_lock,
within bdi.wb—>1list_lock in __sync_single_inode)

HH KKK KKK KKEKEHRHXKXKKXKNKXK,KNKRKHN


https://elixir.bootlin.com/linux/latest/source/mm/rmap.c
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Unreliable Guide to Locking: Textbooks will tell you that if you always lock in the same order,
you will never get this kind of deadlock.

when | create a new lock, | dont understand enough of the kernel to figure out where in the
5000 lock hierarchy it will fit.

The best locks are encapsulated: they never get exposed in headers, and are never held
around calls to nontrivial functions outside the same file. You can read through this code

and see that it will never deadlock, because it never tries to grab another lock while it has
that one. People using your code dont even need to know you are using a lock.

— J



https://www.kernel.org/doc/html/latest/kernel-hacking/locking.html
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Topological Sort Topological Sort

Lemma 1 Directed graph G is acyclic iff a DFS of G yields no edges Lemma 1 Directed graph G is acyclic iff a DFS of G yields no edges

» Proof of [=—>] (Directed graph G is acyclic = a DFS of G yields no edges) » Proof of [<=] (Directed graph G is acyclic <= a DFS of G yields no edges)

» For the sake of contradiction, assume DFS yields back edge (u, v).

» For the sake of contradiction, assume G contains a cycle C. first discovered

. . . &l
» So v is ancestor of u in DFS forest, meaning there’s a path from vto u in G. > Let v be the first node to be discovered in C.

» But together with edge (u, v) this creates a cycle. Contradiction! > By the White-path theorem, « is a descendant of v in DFS forest.

» But then when processing u, (u,v) becomes a back edge!
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» — NENEARRISII (lockdephlfE B [RIE):

- /R 48iMacquire/release&Bit F tid F lock name, FISHMESINEEE
G(V,E), #AssertizE&HIR

-V ABIEDINETF
- B 8175EHFERENuZEBEZREELE DY, MIIAL (Y, v)

- PINRAF I DABEMUEE—4fE (R A2 9MENNXEFTT, Xa—H
EAL, ERETEERE— 1N TEmalloc A EBB9EE, M, M)
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Owned by Waiting for Waiting for...-"'. Owned by
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Resource X Resource Y - Resource Y

Owned by

Waiting for."'-... Owned by Owned by .,.-":Waiting for
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memory access...)

- SRAXMICFKEEFEZIINVIBITRA (ECUHET)

s D ATEIAREX TME R D TREY(7) : 7 — (0,1}, OfURXK/M o)A
=ANE (EilgBbug) , 1NKRROIEIEBIEREANZ (EEdlBbug) , 34K
BRI ABEZA[EE, BBARXTMEERIEXR
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AddressSanitizer: IEERZiHE]

e BUmIFLR BoiEANINFERNEE (U8R DEAFN, M TEE—E R
AIENAEFE (Ivs) , —BihbRIXERIRSNAEF, MAEST 7) , KWK

IEIFFMERIGE ., A Na0Buffer (heap/stack/global) overflow, use-after-free,
use-after-return, double-free, ...;

int main() {

char helloll = "Hello, world!':
char goodbyel[] = "Goodbye, world!";
chat bufrfl3]:

#include <stdio.h>
#include <string.h>

void mystrcpy(char *xdest, const char xsrc) {
while (xsrc) {

kdest = *src; mystrcpy(buf, hello);

gfiiiT; prantfliss\n', buf);
: . printf("°S\n", goodbye)
\ return 0;

VIR 4R 1L -fsanitize=address
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ThreadSanitizer: 1Z1TH RSN

ERESHHEUESS): T RNGRENBEE—NE, BEIE—ES
- BFXMEY, REESORNL SR

> XLERMER, [NE%XIEESZMNEKRRIN (1IEskthread idBIF]) , E—RAEF
HEEZNRZEN (REFENHILL) , 2D0—"T2E52F2WEEI (load
Hlstoreig%)

- XBETME, H4ARFEN?
- RN REMEE: AT EER?

happens-beforex 2 |
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ThreadSanitizer: 1Z1TH RSN

e ThreadSanitizerr] LANERBE

P

Jdlin

= {432 happens-before x A&

LIS

lin

> BN FEMA TS

- X: mutex_lock(A); load(x); mutex_unlock(A);

X<yvVy<x
- y: mutex_lock(A); store(x); mutex_unlock(A);

> tEaN3S Fwaitflsignal’E EERLEINE

s — T REANZBIHRREG

Jdlinl

= {fhappens-beforefd 75 3%:

» Lamport's Vector Clock: Time, clocks, and the ordering of events in a distributed system

s MNFEREEADEZFZFREEZEVDE—TEENNE, BERBALHUNELRNXER, EE2—F
ERNZSEE!

IR ZRiFEI1xIn -fsanitize=thread


https://dl.acm.org/doi/10.1145/359545.359563
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Sanitizers: MR ERNGFRFZVFNIIETLR

» AddressSanitizer (asan): IE;EANTF1A10]

» Linux Kernel X&1k#i+ KASAN

e ThreadSanitizer (tsan): ZIE=$

» Kernel Concurrency Sanitizer: Concurrency bugs should fear the big bad data-
race detector

» MemorySanitizer (ZR¥JI8 1L RIIZER)

« UBSanitizer (undefined behaviorflZ£Um L. XN RESF . mEOF—RYO)ED), ...



https://clang.llvm.org/docs/AddressSanitizer.html
https://www.kernel.org/doc/html/latest/dev-tools/kasan.html
https://clang.llvm.org/docs/UndefinedBehaviorSanitizer.html
https://lwn.net/Articles/816850/
https://lwn.net/Articles/816850/
https://clang.llvm.org/docs/MemorySanitizer.html
https://clang.llvm.org/docs/UndefinedBehaviorSanitizer.html
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> 2B AYSanitizer

> IRMESCINFuUll Sanitizer (FFPAKENAYZET | TRISLIOEZRER /2B )

» BRI m—EERECAVRRZA, REE(R{)SCIRAVSRNELE
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o Canary: “4ff44” NFEIT, FIZE memory error

> ttdlstack guard

#define MAGIC @x55555555
#define BOTTOM (STK SZ / sizeof(u32) - 1)
etbuct stack { char datalSKESZ] - L:

void canary_init(struct stack *s) {
U32akptr: =2 (U132 k)s:
for (int 1 = @ 1 < CANARY SZ: i-++)
ptrlBOTTOM: —ili=pErlal = MAGLC:
I
void canary_check(struct stack *s) {
32 fkptr = (U332 %)s;
fop (it 3 = @2 9 < EANARY S7: g )
panic_on(ptr[BOTTOM - i] != MAGIC, "underflow");
panic on{ptelil !'= MAGIC, “overflow'):
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o Canary: “4ff44” NFEIT, FIZE memory error

> E0buffer overflow

int foel) |
// —EBOEEERTF; LT EISPZ=NR(EHIE 2 B
u32 canary = SOME_VALUE;
v« // ZEPRERZEX
canary "= SOME_VALUE; // UREREFETGELHE
// canary BMAREAET

assert(canary == 0);
feturn ret:
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o Zi1T=RIHY spin count
e NRBEIENTHHEAIEFEIIEZVE (e.g., 100,000,000) Fitks

> KRB TIRFREIFTLNER

B SPIn e =
while (xehg(&lk X)) == X {
if (spin_cnt++ > SPIN_LIMIT) {

L s
e L OFILE o LIND =

5 .
= .
i .
. "

-----------------------------------------------------------------------------------------------------------------------------------------
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

‘e

Y
.
«
Y
»

Fo & debugging T AKX EIGEMIMTRETIER, SAKEMIRHEERITAINR B
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{KBichk AddressSanitizer

o SIS 1 NTF D HECZEAY specification

> EDEERES = [, rg) UL, rpU... RN ECIR AT BERRIA X T

specification

> kalloc(s)iR[EIN[L, r)himeEllL, r) NS = J

for Cinkt 3 =03 (i ¥ 1) % sizegf(1132) <= size: g4t}
panic_on(((u32 x)ptr)[i] == MAGIC, "double-allocation");
arr[i] = MAGIC;

for (apnt 0 = 0= (1w d) ycirepgRly32) == glloc 51ze(ptr): aG+E] |
panic onl Clu32 xiptr)lil == 0. "double-firee'!):
arrliil — 0:
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» GIENIRE—THERREAZRFH, BIERErJEREMMZIZEA
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- BEX T IR

- A BUEESEEERE, WKRFERANAEESE (RITHEER, REMZZET2rIAEEME

1L\ /E

N

» Effective data-race detection for the Kernel (OSDI’10)

int observel = Xx;

delay();

int observe2 = Xx;
assert(observel == observe2):


https://www.usenix.org/legacy/events/osdi10/tech/full_papers/Erickson.pdf
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